3G UMTS Femtocell
Architecture and Design
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Introduction to Femtocell
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What Is a Femtocell?

Zone 1 \n-Building
In-Home

e

!" " - —

= Compare and contrast with Macrocell, Microcell or Picocell

Femto provides in filt for Macro, Micro and Pico
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What Is a Femtocell?
Contrast With Macro

Tiny 3G Home Access Point
» Gives 3G signal inside the

home
4 Opérator n
" Management& Very low RF power.
- g 2rvices = Standalone or integrated into
_ | it ) home gateway.
Cellular Network . |
) € G S ¥ n i
Standard 3G S P Works with all standard
Handset (,* Wireless Core’, handsets.
" (MsC,SGSN)/
g . ; “e__/ Connects to the Core Network
7 -~ “ via the Internet
O _ AN Sect ,ty"ﬂ’jo éOG*;"t’;“Vfay = Uses home broadband
Licensed Gateweygs connection for backhaul
Spectrum ' N (contrast: Dedicated
T backhaul
O ,\/ Internet \) )
Femto Home N _/ » Requires Wireless Security

Broadband
Connection
(4 calls in 200kbps)

Node-B Residential GW

Gateway for protection
(<5mW)

Standard Connectivity to Core

Femto Cellular Network = Connectivity from Femto
network to Core similar to

Macro network
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Market Drivers
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Cisco Solution Protocol Stack
lu+ Control Plane

Uu
Routing/Distribution Relay
RANAP > RANAP URSL 4—. URSL RRC RRC
SccP SCCP SigIP -« » SiglP RLC RLC
MTP3-b e » MTP3-b - MAC-d MAC-d
IPSEC IPSEC
SSCF-NNI 0 » SSCF-NNI Phy Phy
SSCOP SSCOP IP IP
AAL5 < > AALS Ethernet Ethernet
ATM ATM
Sonet/SDH Sonet/SDH
MSC 3G AC 3G AP UE
» 3GAP and 3GAC use IP based stack (instead of legacy stack)
Encapsulate within IPSEC
» Functionality moved from RNC to Home Node-B
= Regular RANAP stack towards MSC
= AP and AC have a persistent URSL connection
» URSL is an enhanced RANAP including HNB management procedures
*Pre-version of luh Protocol stack
BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public 15



Cisco Solution Protocol Stack
CS Bearer Plane

AMR o

Uu

U U-Plane <t

AAL2

ATM

Sonet/SDH &

MSC/ Media
Gateway

» 3GAP and 3GAC use IP based stack (instead of legacy stack)

AMR

RLC

MACd

Encapsulate within IPSEC
» Regular lu-CS stack towards MSC

» “Keepalives” layer is similar to session layer ensuring the IPSEC remains
up all the time
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RLC
» U U-Plane MACd
Relay \ Phy
fo AAL2 Keepalives IQ——. Keepalives
5 ATM IPSEC \'—_1 IPSEC
»  Sonet/SDH
P ——» P
Ethernet T Ethernet
3GAC 3G AP
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Cisco Solution Protocol Stack
PS Bearer Plane

»

Application

v

Uu

Transport
(e.g TCP/IP)

PDCP

RLC

MAC

»
|
»
i|

IuPS / Relay \ lu+ / Relay \
GTPU 4 » GTPU PS Interwarking lt——b’ PS Interwarking PDCP ¢
UDP ¢ # UDP Keepalives ~ —————— Keepalives RLC €
IP 4 = IP 1 MACd |«
AALS le o AALS IPSEC IPSEC Phy p
ATM 4 H ATM IP > IP
Sonet/SDH [¢ » Sonet/SDH Ethernet [ Ethernet
SGSN 3GAC 3G AP

» 3GAP and 3GAC use IP based stack (instead of legacy stack)

Encapsulate within IPSEC
» Regular lu-PS stack towards SGSN
» Standards seem to incline towards GTP-U encapsulation to start at AP
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Network Listen

= Network listen is a scan of radio environment by HNB which detects
neighbor cells, their frequencies and transmit power levels.

= Network listen procedure allows the HNB to monitor surrounding 2G and
3G macrocell and femtocell layer.

= Results are used to select and adjust the access related parameters
(frequency, power, scrambling code, neighbour list).

N £ SNy
¢ 3




Network Listen

= Network Listen feature on the Home Node-B uses
both 3G and 2G downlink receivers and signal
processing chains for:

Fast synchronize the internal Home Node-B clock with any
nearby macro cell frequency.

Validate the Mobile Country Code (MCC) used by nearby cells
to help in verification of the territory of operation.

Check Interference levels on uplink & downlink for each
operational permitted frequency.

Decode the System Information of nearby Home Node-Bs as
the basis for selecting LAC.

Detect the scrambling codes used by nearby Home Node-Bs to
help choose an optimal scrambling code for the location.

Decode the System Information of nearby macro cells as the
basis for constructing neighbor lists in the Home Node-B.

Estimate the noise power in the band, to set the Home Node-B
transmit power.

= Network Listen feature is a mode of the device —
l.e. when in NWL mode, Home Node-B is not
providing service. Intelligent scheduling algorithms
used to minimize service interruption.

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public




GPS

= GPS chipset within HNB is authority for
location verification.

= Since the GPS test can potentially take
minutes to complete, NWL is preferred
first.

= GPS results are passed back from HNB
to Provisioning System for comparison
against Expected Lat/Long based on a
tolerance value set.

= Restrictions: direct line of sight
requirements to the sky.

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public
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Femto End-to-End Security

= HNB related security

Mutual authentication with network based on X.509
certificates

Private Key Protection and Certification Revocation list

Tamper resistance

HNB Secure tunnel for data/control and management
traffic

= Core Network protection (Traffic Encryption)
Signaling and Bearer Plane
IPsec per 3GPP with SeGW
Management traffic
TR-069 over SSL
Statistics/Alarms file upload with HTTPS

= Additional network security capabilities

ACLs, Firewalling, Intrusion Detection

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public




Femto Secure

Connectivity

Femto Access

Controller
Voice over RTP %' ég |
Data over GTP U
Voice (RTP) 1 e
Dalfa (GTP) ™ \ N
i i ec lunnel (est.
HnRg IRES l based on IKEv2) [ \ .~ OAM via !
SOIP /HTTP \
i HTTP
\ Connection
_(/‘ ISP 3_ , Reauests
» : SSL 0 \
e
. T \
Cisco Home R-069
HNB Gateway =
\* v / Cisco 7609 with
SSL termination (ACE
. and Firewall (FVS/SM)) Cisco BAC (DPE)
Home Premises Statistics Server (OAM)

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved.
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Femto Zero-Touch Provisioning

True zero-touch provisioning for Femto to scale

Standards-based solution
Based on an extended TR-069 interface
Actively contribute to O&M standards (FemtoForum & 3GPP)

Plug-n-Play installation
Automatic discovery of the provisioning system

Activation procedure requiring strong integration work prior to
deployment

No macro network reconfiguration at new HNB activation

Specific Workflows defined for Femtocell allowing
for:
Location verification
Use of information gathered through Network Listen
Software download and auto-configuration
Femto user IMSI-based ACL management

Future proof solution reusable for:
Connected Home (Broadband Gateways, Set-Top-Boxes)
Macro network (LTE)

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public




Femto Call Flows
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HNB Register/Activate

HNB Initial Provisioning

PR o) KoU Homa UPE (LSS ALE FAM
| | | I | | |
| | | | | | |
L P ! | I | I |
| | | | I | |
| .- o D o | | | | | |
| [P o o moron. | n l ! !
| |———Ad¢ FAP 5 RDU databastm——————iif | | | |
| | I lrfcen Honw DPE. > I I |
| |
| . " : :—Hrr-r ApPropaiae DP:F—bl : :
i T 1 I I | I |
| | | 1 | | | |
i i ] Merea FAP power Lo T T T Al
: : : :4 : IPSEC : ‘—IPSECI P—’SEC I
| | | L 1 Rediect o sopopriats DPE 1 - Re_DIreCLI
| I I I [ Baseline Configs |
| | | | he ! -!
[ I I I | I SW Download |
| | | | I: Dowrlaad Firrware it n o — - :I
[ I I I | Locétion Veri ification!
: : : : :q—hr;ihr VesrTication (NWL Z‘l?:’i GPS)—ﬁ:
| j@—————Location Maxch | - ocaton Malch—4—————f | |
D DS | | | | | |
| | | | | |
| I | I | ) |
t >t >t f ) Connection Requesti
| | | | k Footve Ravi arv! Set Fresire |
| | | ! | ! !
| | | | | | |
| | | | |4 Racio Loomd L |
: :q—tmr.r Lockad :: Ra3o Lockes : : : :
%z s | | | | | |
| - talus Cha 1 l | l | |
| | | | | | |
v v A\ v v v A

Note: within the above flow, if the location verification process failed to match within a specified
tolerance, a ToleranceFailure message would be sent. At that point, the provisioning process would
require intervention from Ops to determine whether to Activate the HNB.
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Femto Call Flow - Voice

Femto — Logical Voice Call Flow (Mobile Originated)

<4 — — — —onirol Protocol: RANAP ( ALCAP- — — — — Pl o v e Caortrol Prsoend: LRS- = = = = — = — — = »& — ~Control Frotorol RRC- — —»

lu-CS luh

| |
HNB-GW | HNB

(,
c

MSC UE

System Information (BCCH

|
RRC Conredtion Reguest
RRC Cormection Setup =
RRC Connection Setup / Complete

NMobility Management: CM Sarvice Request

Mobility Management: Authentication Request
Mohility Managemen!® Authenticztion Response

Y

Security Mode Command
Security Mode Complele

A

Call Control: Setup
Cal Control: Call Proceeding

I
I
I
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
-

A 4

Y

|
RAB Assisgn)henl Reguest
]

Radio Baarer Seiup 2

Radio Beater Selup Complets

|
RAB Assisgnment Response

Call Control. Alerting
Call Contrgl: Connact
Call Control: Connect Acknowledge

\ 4

h 4
Y

__.__-.‘.____._._.__q_«._____._..r_\_—._._..__1._4___-

|
|
|
I
|
|
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Femto Call Flow — Data

Femto — Logical Data Call Flow (Mobile Originated)

& — — — —Cortrol Potoca: RANAP { ALCAP- — — — — Pl === ——— Control Protocol: URSL—— — = — = — — — - >4 — —Contro! Protocol: RRC- — —p
lu-PS luh Uu

SGSN HNB | UE

\
\ \
|

System Inforn;ahon (BCCHJ|

RRC Connedtion Request
RRC Connéction Seiup
RRC Connection @‘:elup/ Comglete

A

A4
A 4

|
GPRS Mobility Management: CM Service Request
\

< <

GPRS Mobility Management: Authentication and Ciphering Refjuest
GIPRS Mobility Management: Authentication anc Ciphering Re%onse

v

Security Mode Command

A 4
v
v

Security Mode Complete

I
|
1
I
l
1
I
|
l
|
I
I
[
l
l
|
l
T
I
1
|

Session Management: Activate PDP Context Recuest

RAB Assisgnment Request

I
RAB Assisgnrﬁent Response
|

Y

Radio Bearer Setup !
53 Radic Bearer Setup Complete 2

A 4

”

Session Management: Activate PDP Context Responsg

v
v

T
l
[
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Access Control — Registration Accepted
7 ] ?

YE T :CN
RRC_Connection_Request(UE_ld, =
Cause) ]
haf URSL_Add_UE_Context_Request(UE_Id,Cau:
se, S-RNTI) 'i
URSL_UE_Context_Accept(RNC_UE_lId, S-
‘RNTI)
RRC_Connection_Setup(UE_Id,
e Configuration)

RRC_Connection_Setup_Complete(U . .
E Capabiltes RRC Conneftion Establishment
[ ]
N 4
1
]
]

RRC_Initial_Direct_Transfer(Loc Upd
Req)

RRC_Downlink_Direct_TRansfer( Access Control

CN_Domain, MM-Identity Request
(IMSI)

RRC_Uplink_Direct_Transfer
2N Demain, MM Jd onsify PecPencs)

URSL_ Initial_Direct_Transfer (Loc Upd Req)
SCCP_Connection_Request(RANAP_

* Initial UE_Message(LUREQ)) *

¢ SCCP_Connection_Confirm() X

ﬂ RANAP_Direct_Transfer (MM-Null)

URSL_ UplinkDirect_Transfer (MM_null)

*

Identity Procedure (nornjal procedures)

Authentication & Ciphering (normal procedures)

RANAP_Downlink_Direct_Transfer

URSL_ Downlink_Direct_Transfer (LUACC) * (LUACC)

RRC_Downlink_Direct_Transfer ™
'(LUACC)
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Registration Rejected.:
Authentication Failure

BRKAGG-2002_c1
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3G_AC

URSL_Add_UE_Context_Request(UE_Id,Cau
se, S-RNTI)

URSL_UE_Context_Accept(RNC_UE_lId, S-
RNTI)

:UE
RRC_Connection_Request(UE_Id,
Cause)
RRC_Connedion_Setup(UE _Id,
Configuration)
<

|
'

|

|

|

|

1

\

|

|

'

|

1

|

|

1

1

|

|

: RRC_Connection_Setup_Complete(U
1 E_Capabilities)
|

1

|

1

1

|

|

L

]

RRC_Initial_Direct_Transfer(CM
Service Request)

> STNERSERES, (I R T . S

RC_Downlink_Direct_Transfer(
_Domain MM_ldentity_Request (IMSI))
— —

RRC_Uplinkl_Direct_Transfer(CN_Do

)
|
1
1
1
|
1
1 main, Wk ddentity Response)

URSL_Home_LAC_Req (IMSI)

v

RC_Downlink_Direct_Transfer(
CN_Domain,

URSL_Home_LAC(IMSI, LAC)

User_Auth_Request(RAND,AUTN)

RRC_Uplinkl_Direct_Transfer(CN_Do
main, User_Auth_Reject(Sync Failure

--“ Loop x3

RSL_Context_Release(AC_UE_ld,Release_

© 2009 Cisco Systems, Inc. All rights reserved. Cisco
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Femto Integration
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luh Integration

Routing & Internet Routing (BGP) with Internet Provider
Switching Aggregation Router for the site
VRF-Lite for Internet Routing and OAM
QoS / CoS Management

Security Stateful firewall

Intrusion Prevention (optional)

IPSEC Tunnel termination

CA Server, Certificates, Certificate Verification,
CRL

DSCP Marking of tunnel traffic
Load Load-balancing of servers, SeGW farm
Balancing SSL Offload for server traffic

Management | Control Plane Policing
Security

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public



Core Network Integration

lu-CS:| ATM RANAP / ALCAP / Bearer VCs
Class of Service and Parameters

AESA Addresses of Media Gateways and Femto
Gateway (for Voice Bearer only)

SS7 RANAP / ALCAP Point Codes for MSC/Media-
Gateway

Point Code for Femto Gateway
RAN MCC, MNC

RAC, LAC, SAC
RNC-ID

lu-PS: | ATM RANAP / ALCAP / Bearer VCs

Class of Service and Parameters
SS7 RANAP / ALCAP Point Codes for SGSN

Point Code for Femto Gateway
RAN MCC, MNC

RAC, LAC

RNC-ID
IP Transport IP Addressing for Bearer VCs

Addressing | G1p.y IP Addressing

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public




OSS Integration

Coverage Hexagonal maps of county/market
RAN LAC, RAC for Femto

LAC, RAC for Macro
Provisioning New AP addition, deletion

User MSISDN, MSID changes

Friend’s list

E911 Location Identification

BRKAGG-2002_c1 © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public



Summary




Summary
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Femto trend continues with LTE Femto and Super
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Complete Your Online
Session Evaluation

= Give us your feedback and you
could win fabulous prizes.
Winners announced daily.

» Receive 20 Passport points for
each session evaluation you
complete.

» Complete your session evaluation
online now (open a browser
through our wireless network to
access our portal) or visit one of
the Internet stations throughout
the Convention Center.

Don’t forget to activate your

Cisco Live Virtual account for access to

all session material, communities, and
on-demand and live activities throughout
the year. Activate your account at the

Cisco booth in the World of Solutions or visit

WWW.ciscolive.com.
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